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Abstract

Distributed Web-server systems have been widely used to provide effective Internet services. The management of

these systems requires dynamic controls of the Web traffic. With the development of multimedia Web sites and

increasingly diversified services, the existing load balancing approaches can no longer satisfy the requirements of either

the service providers or the users. In this paper, a new reward-based control mechanism is proposed that can satisfy the

dynamic content-based control requirement while avoiding congestion at the dispatcher. The core of the control

algorithm is based on an MDP model. To minimize the system overhead, a centralized dispatching with decentralized

admission (CDDA) approach is used to distribute the control related computation to each server pool. This cuts down

the dimensions of the problem dramatically. We also propose a state-block scheme to further reduce the state space so

that the algorithm becomes computationally feasible for on-line implementation. Simulation results demonstrate that

the proposed state-block approach can not only reduce the computation time dramatically but also provide a good

approximation of power-tailed request interarrival times common for Internet traffic. Finally, an implementation plan

with system design is also proposed.

� 2004 Elsevier B.V. All rights reserved.
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1. Introduction

The enormous volume and diversity of Internet

usage brings new problems and challenges to In-

ternet service providers in the areas of languages,
time zones, surfing habits, long latency, and service
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requirement differences. Web-server system per-

formance has become increasingly more important

to the success of many Internet related companies.

To handle the ever increasing volume and

diversity of Web traffic, the distributed Web-server
system has become a commonly accepted solution

platform, which not only provides higher service

capability but also better service locality to Internet

users around the world. Of various technical and

control issues for distributed systems, the admis-

sion and routing control of service requests are
ed.
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particularly important to the perofrmance of the

Web-server system and the quality of service. There

exist a number of network routing control mecha-

nisms, including client-based control, DNS-based

control, server-based control and dispatcher-based

control [6]. In the client-based control, the Web
client or client-side proxy server selects the Web

server for a request. The DNS-based control

authorizes DNS server to route a request to a Web

cluster in the permitted time interval and imposes

fixed logic-name-to-IP mapping outside that time

interval. In the server-based control, each server

decides whether to serve a request, direct it to an-

other server, or reject the request. The dispatcher-
based control uses a dispatcher machine to route a

request to a specific server. The client-based control

has limited applicability since it requires a browser

to understand the Web-server network structure

[16]. The server-based control (e.g. [1,12]) is a dis-

tributed control and therefore it cannot generate a

global optimal policy. Extensive research has been

carried out in searching for effective load balancing
control in the DNS system, (e.g. [5,6,9,13]). How-

ever, while the DNS-based control is centralized,

the controller does not really have full control of

the system due to the limitation imposed by the

Time-to-Live (TTL) value which is used to decide

how long the binding between the server and the

client is to remain. Since most servers are config-

ured such that they do not accept a low TTL value,
a high TTL value will render most of the requests

out of control [9]. The dispatcher-based control is a

unique mechanism in which the controller has the

full control over the system and, therefore, load

balancing can be achieved easily. With full control

of the system, more complicated control algo-

rithms can be implemented in the controller so as to

satisfy other requirements beyond load balancing.
The main drawback of the dispatcher-based con-

trol is its use of package forwarding technique.

With this mechanism, the client’s packages and/or

the server’s packages have to pass through the

centralized dispatcher. This creates a high work-

load and often causes congestions at the dis-

patcher, turning it into the bottleneck of the

network system [11].
The shortcomings of the existing control mech-

anisms and new challenges arising from the intro-
duction of new functions on the Web call for the

development of more effective new control mech-

anisms. The emergence of multimedia contents,

especially video contents, on the Web presents a

significant challenge as well as opportunities to

Internet service providers. Good quality of service
(QoS) in multimedia such as video-on-demand

(VOD) means high resolution, large screen size and

low latency. These generate much heavier data

flows and storage consumptions, and hence are

more costly to operate than other types of services.

For a system that provides multiple services, it is

necessary to classify and prioritize services so that

various QoSs are guaranteed with appropriate
compensations, e.g., higher QoS and/or more

demanding services requires higher service charges.

As such, reward-based controls must be used.

Various admission policies have been proposed to

maximize the system’s rewards (e.g. [7,8,14]).

However, simple admission controls cannot pro-

vide solutions to all the problems related to file

transfers and data movements, such as latency time
caused by network and load balancing across dis-

tributed servers. Therefore we need a reward-based

routing control mechanism, which is not only able

to reject some unprofitable requests but also pro-

vide good locality (reducing the latency caused by

the network).

This research is thus motivated by the challenge

and need for a reward-based control mechanism
that can also guarantee the appropriate quality of

service to different users. In Section 2, we present

the CDDA control mechanism, e.g., the central-

ized dispatching with decentralized admission, and

the control algorithm. To implement the control

on-line and achieve dynamic control, a faster

algorithm is needed. In Section 3, we propose a

scheme that can reduce the optimization state
space and dramatically speed up the computation.

We call the scheme the state-block scheme, or SBS.

With SBS, the CDDA mechanism can be imple-

mented for on-line control. The performance of

the CDDA is compared with the standard cen-

tralized control in Section 4 through numercial

studies and simulation. The results show that while

the reward with CDDA mechanism is marginally
lower than that with the centralized control (which

is considered optimal in reward), the quality of
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service with CDDA is dramatically better. We also

compare performance of CDDA with and without

the SBS. The results indicate that with the SBS, the

quality of service is improved in most cases. In

particular, when the request arrival stream used in

the simulation models the real Internet traffic bet-
ter, the quality of service can be significantly im-

proved without significantly sacrificing the system

wide reward. Furthermore, we define a customer

utility measure and compute it in the simulation

study to examine how customers fare with the

proposed control mechanism. The paper concludes

in Section 5 with a summary of the results and a

brief discussion of further research opportunities.
2. Centralized dispatching with decentralized admis-

sion

2.1. Control mechanism

The advantage of a dispatcher-based control is
its ability to fully control the system. In a standard

dispatcher, an active executor program monitors

the number of active connections of the TCP. This

executor is able to control a Web-server network

using a load-balancing algorithm. In order to

achieve a higher system-wide reward and a better

QoS, we propose a centralized dispatching with
Fig. 1. The CDDA con
decentralized admission (CDDA) control mecha-

nism as shown in Fig. 1.

A Web-server network consists of a number of

server pools that are located around the world and

connected through the Internet. Each server pool

(SP) consists of a number of Web servers. A dis-
patcher-like server is used as a service center (SC)

which is located at the same place as one of the

SPs. The entire customer population is divided

into regions around the SPs. File requests origi-

nating from all regions are first directed to the SC.

Upon the arrival of a request, the central con-

troller (i.e., the SC) will either select an SP and

redirect this request to this SP or reject the request
if no SP is selected. The decisions made at the SC

are based on a dispatching algorithm, a control

policy table and the type of request which is

determined by the SC. While the control policy

table is maintained at the SC, different information

contained in the table is updated in different ways

and mostly by the SPs. The SP state information

in the policy table is updated automatically by the
SPs whenever there is a change of the state. The

admission control policies are determined by

the SPs individually and are updated periodically.

The admission control policy of an SP is a vector

with a dimension equal to the number of possi-

ble request classes. Each element of the vector

is an acceptance–rejection threshold. An optimal
trol mechanism.
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admission control algorithm is used at the SP to

determine the control policy. Details on the con-

trol algorithms and the policy table are provided in

the next section.

This approach integrates the dispatcher-based

approach and the HTTP-redirection techniques.
With HTTP-redirection, when the redirection

command is executed, the SC sends the assigned

SP’s IP address back to the browser and from

where a new request is automatically made to set

up a connection with this SP directly. The differ-

ence between this approach and the existing dis-

patcher-based approach is that the SC does not

forward any package. Instead, it only maintains
the control policy table and makes admission and

routing decisions. By doing this, the controller

gains full control of the system without adding

excessive overhead so that it will not be congested

and become the network bottleneck itself. Tech-

nically, it is possible that some users can discover

the best server cluster and access it directly. In

implementing this control mechanism, we can find
a way to either accept or reject such ‘‘smart re-

quests’’ at the SP according to the local rule. Or

we can use a password or other security techniques

to restrict such independent access.

2.2. Control algorithms

Consider a Web-server network consisting of
one Web service center (SC) and J distributed SPs,

indexed by j ¼ 1; 2; . . . ; J . The SPs are connected

to the SC through the Internet. The global net-

work is divided into J regions according to the

locations of the J SPs. Requests (hits on the Web)

are initiated randomly from different regions to the

SC. The transmission and propagation delay of a

request from region j to SP k is denoted by cjk.
Requests are classified into I classes according to

the processing times (sizes of the files requested).

Let the processing rate of class i requests be li. For

convenience, we order the classes in decreasing

order, i.e., li < lh for i > h. Within some fixed

time interval, the request traffics for various classes

can be assumed stable, for example, class i requests
is assumed to follow a Poisson process with rate ki.
This time interval can vary from several minutes to

more than 1 h depending on the particular system
[4], but it must be small enough so that the traffic is

indeed stable and, at the same time, large enough

for off-line policy computation. If a request is as-

signed to an SP, it joins the queue of the SP when

all the servers are occupied. SP j has a maximum

connection Mj enforced by a finite buffer. Let kij be
the number of class i requests in SP j and

K j ¼ ½k1jk2j . . . kIj�T be a column vector. Clearly, kij
satisfies

PI
i¼1 kij 6Mj, and K j provides the full

information of the state of SP j. The matrix

K ¼ ½K1K2 . . .K J � defines the state of the entire

network system.

We now summarize the notation below:

ki the rate of class i requests
li the processing rate of class i requests
ri the reward from fulfilling a class i request
Nj the capability of SP j
cjk the transmission and propagation delay of

a request from region j to SP k
Mj the maximum connections at SP j
I the number of different request classes
J the number of SPs

K the system state matrix

K j the state vector of SP j
bijðK jÞ the state dependent departure rate of class

i requests from SP j
WjðK jÞ the state dependent expected queueing

delay in SP j
ajðKÞ the action, i.e., assigning an SP ID num-

ber to a request.

We first describe the centralized control algo-

rithm here for comparison with our CDDA algo-

rithm. With a reward-based control, the main

control objective is to maximize the rewards re-

ceived from services provided. Since rewards are

different for different contents, it is necessary to
identify the departure rates of different classes of

requests. Recall that SPs are managed by some

local routing algorithms independent of the server

network control, like a black box to the Web-ser-

ver network. Thus we may treat each SP as a single

server station when estimating the departure rate.

Therefore, we have

bijðK jÞ ¼
kijNjPI
i¼1 kij

li;
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where kij=ð
PI

i¼1 kijÞ denotes the probability that a

class i request is being served in SP j. Clearly, the
total event rate is

SðKÞ ¼
XI

i¼1

ki þ
XI

i¼1

XJ

j¼1

bijðKÞ:

By definition, the system state satisfies the

Markovian property and we can construct a

Markov decision process (MDP) model for the

centralized control algorithm. We can approxi-
mate the queueing process of each SP as an

M=M=1=Mj process. In any state, the interarrival

times and the inter-departure times are exponen-

tial, and hence the time between any two events

(arrival or departure) is also exponential. Thus, the

probability that the next event is a class i arrival
is ki=SðKÞ and the probability that the next event is

a class i departure from server j is bij=SðKÞ. Let
V ðKÞ be the value function of the optimal system

reward strategy for a given system state K right

after an event, i.e., V ðKÞ ¼ maxfE½V tþ1jV tðKÞ�g.
Then, we have

V ðKÞ ¼
XI

i¼1

ki
SðKÞ max V ðKÞ;max

j
V ðK

((
þ eijÞ

þ ri
XI

i¼1

kij

����� < Mj

))

þ
XI

i¼1

bij

SðKÞ V ðK � eijÞ1½kij > 0�; ð1Þ

where eij is a matrix of 0s except a 1 at row i and
column j. We note that this value function does

not requires the FCFS assumption for the queue-

ing system.

We may note from (1) that the SC may reject an

unprofitable (low reward or long service time) re-

quest before all the buffers are full.
There are two problems with the MDP model

based on Eq. (1): (1) the QoS is not considered,

and (2) the state space is extremely large since the

maximum number of total connections can be very

large, making the models computationally infea-

sible. We have to reduce the state space and

combine the objectives of low response time and

high system reward. The centralized dispatching
with decentralized admission (CDDA) strategy is

thus designed to tackle these problems by first

optimizing individual SP’s rewards using an MDP

model and then improving the quality of service

using a greedy algorithm. This approach works in

the following way.
At the arrival of a request to the SC, each and

every SP determines independently whether this

request is admissible according to its present state

and the reward maximization principle. The SC

will then choose an SP from those SPs that are

positive to the admission of the request so that the

expected average response time is minimized. If an

SP is eventually chosen, the request will join the
queue when the SP is busy. If no SP will admit this

request, the request will be rejected by the SC. The

number of class i requests for all i ¼ 1; . . . ; I in an

SP provides the full information of present state of

the SP.

Let kij denote the arrival rate of class i to SP j in
the current period. An estimate of kij will be given
in Section 4. We further specify the following ele-
ments of the model, for SP j, 16 j6 J :

State. fK jg; K j ¼ ðk1k2 . . . kIÞT where ki P 0 for

16 i6 I and
PI

i¼1 ki 6Mj.

Decision epoch. Right after an event (arrival or

departure), i.e., T ¼ f1; 2; 3; . . . ;1g.
Actions. fAjg; Aj ¼ fa1; a2; . . . ; aIg where ai ¼ 0

or 1 denotes the rejection or acceptance of a class i
request.

Transition probabilities

p½Lj jK j;Aj�

¼

kij
SðK jÞ ; Lj ¼ K j þ ei;

Aj ¼ fa1; . . . ; ai�1; 1; aiþ1; . . . ; aIg
or Lj ¼ K j;

Aj ¼ fa1; . . . ; ai�1; 0; aiþ1; . . . ; aIg
or Aj ¼ fa1; . . . ; ai�1; 1; aiþ1; . . . ; aIg;PI

i¼1 ki ¼ Mj

biðK jÞ
SðK jÞ ; Lj ¼ K j � ei;

Aj ¼ f0; 0; . . . ; 0g;
0; otherwise;

8>>>>>>>>>>>>>>>>>>>>><
>>>>>>>>>>>>>>>>>>>>>:

ð2Þ



Fig. 2. State block (B ¼ 10).
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where

biðKjÞ ¼
kijNjPI
i¼1 ki

li;

SðK jÞ ¼
XI

i¼1

kij þ
XI

i¼1

biðK jÞ:

Rewards. Rewards can only be earned when the

arrival (such as class i) is accepted, i.e. when

ai ¼ 1, the reward is

r½K j;Aj� ¼
XI

i¼1

p½K j þ eijK j;Aj�:

The value function can then be stated as

V ðK jÞ ¼ max
Aj

r½K j;Aj� þ
X
Lj

p½Lj jK j;Aj�V ðLjÞ
( )

:

An iterative algorithm can then be constructed to

find the optimal solution.

In Section 4, the average response times (ARTs)
and system rewards earned with the policies com-

puted with Eq. (1) and the proposed CDDA ap-

proach are compared. The numerical results show

that the CDDA approach leads to a significantly

lower ART with only a slightly lower reward than

the centralized control model. The advantage of

our approach is obvious.
3. The state-block scheme and control algorithm

Although computational efforts have been dis-
tributed to each SP in the CDDA approach, the

computation time is still too long for on-line

implementation because the state space at each SP

can still be too large. To further reduce the state

space, we use the level instead of the number of

class i requests in a SP as the state in the MDP

model. A level is an index of blocks. Specifically,

when the level of class i requests in the SP is l, then
there are l� B to ðlþ 1Þ � B� 1 class i requests in
the SP, where B denotes the block size. Thus a level

is a range instead of a fix number of requests in the

system. We call this heuristics the state-block sch-

eme, or SBS. Fig. 2 shows a block diagram example.

The SBS is motivated by the following facts: the

state space without using SBS is too large; rejected
customer requests may return immediately creating

lumpier traffic; and, in the Internet traffic envi-

ronment, the state transitions in an SP are more

likely to jump from one block to another. The first

fact is obvious. Regarding the second and third

facts, we note that Internet traffic has four main

characteristics: self-similar traffic traces, long-rang
dependence, bursty on multiple scales, and long or

heavy-tailed packet inter-arrival time [10]. Re-

turned requests cause lumpiness in the request

traffic. Hence, it is reasonable to suggest that if the

number of a class of requests in an SP is to change,

it is more likely to change continuously on one

direction in a very short interval, e.g., the number

increases by 10 before a decrease. This scenario can
be interpreted in another way: when the variance

increases, it is easier for the state to transit to the

next block in a short interval than to the next state.

At the same time, when we block the states and let

the edges of the block be absorbing states, the

probability that the state transit to the edge also

increases. So, the state-block method captures this

Internet state transition behavior nicely. Our
numerical results support this observation.

We now present this approach through a

problem with two request classes. We note that

each block is isolated and the states on the edge of

the block are absorbing states, as shown in Fig. 2.

Again, considering only SP j, the state transition

probability for the state on the edges of the block

then satisfies

p½Lj jK j;Aj� ¼
1; if Lj ¼ K j;
0; otherwise;

�
ð3Þ

if k1 ¼ l� B or ðlþ 1Þ � B� 1 and k2 ¼ m� B or

ðlþ 1Þ � B� 1, where k1 and k2 denote the num-



Fig. 3. Policy for Case 1.

Fig. 4. Policy for Case 2.
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bers of class 1 and class 2 arrivals, respectively in

the SP and m and n are integers.

The block transition probabilities are computed

by assuming that the system is stationary within

each block. Let pB denote the block transition
probabilities. We have

pB½LjjK j;Aj�

¼

Pðl2þ1Þ�B�1

j¼l2�B pðl1þ1Þ�B�1;jPðl1þ1Þ�B�1

i¼l1�B

Pðl2þ1Þ�B�1

j¼l2�B pij

;

Lj ¼ K j þ
1

0

� �
; Aj ¼

1

a2

� �
Pðl1þ1Þ�B�1

i¼l1�B pi;ðl2þ1Þ�B�1Pðl1þ1Þ�B�1

i¼l1�B

Pðl2þ1Þ�B�1

j¼l2�B pij

;

Lj ¼ K j þ
0

1

� �
; Aj ¼

a1
1

� �
Pðl2þ1Þ�B�1

j¼l2�B pl1�B;jPðl1þ1Þ�B�1

i¼l1�B

Pðl2þ1Þ�B�1

j¼l2�B pij

;

Lj ¼ K j �
1

0

� �
; Aj ¼

0

a2

� �
Pðl1þ1Þ�B�1

i¼l1�B pi;l2�BPðl1þ1Þ�B�1

i¼l1�B

Pðl2þ1Þ�B�1

j¼l2�B pij

;

Lj ¼ K j �
0

1

� �
; Aj ¼

a1
0

� �
0; otherwise:

8>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>><
>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>:

ð4Þ

The marginal distribution in each block is com-

puted by using

p ¼ pP ; ð5Þ

where P is state transition probability matrix of

each block modified by (3). With the transition

probabilities, the MDP model becomes:

State. Lj ¼ ½l1; l2�T where li denotes the level of
class i requests in the system.

Decision epoch. Each time, the system changes

from one block to another: T ¼ f1; 2; . . . ;1g.
Actions. Aj ¼ fa1; a2g, with ai ¼ 0 or 1 for

rejection or acceptance of a class i request.
Rewards. Obtained using the departure rate

r½K j;Aj� ¼
XI

i¼1

biðK jÞri: ð6Þ
The solution is obtained from the procedure

outlined in the following algorithm. For every

fixed time interval, each SP performs a few com-

putation steps as follows:

Step 1. Update the arrival rates of different classes
of requests;

Step 2. Compute the transition probabilities by

(2);

Step 3. Compute the marginal distribution in each

block by (5);

Step 4. Compute the block transition probabilities

by (4);

Step 5. Use value iteration to calculate the policy
[17];

Step 6. Report the admission policy (see Fig. 3–6)

to the SC.

After every event, each SP reports its state to the

SC.



Fig. 5. Policy for Case 3.

Fig. 6. Policy for Case 4.
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Upon the arrival of a request, the SC searches,

with a greedy algorithm, from the set of admissible

SPs to choose one SP to receive the request so as to

minimize the expected response time. An admis-

sible SP is one that can accept a new request
according its admission policy table and current

state. Suppose, for example, both SP1 and SP2 can

accept a class 2 arrival originating from region 3,

the SC will assign the request to SP 1 if c13 < c23,
and vice versa.
4. Simulation, numerical studies and discussion

4.1. Comparison of CDDA with the centralized

control

By the dynamic programming convention and

noting that the arrival rate is updated periodically,

an exponential weight may be applied to each
period to formulate an infinite-horizon dynamic

programming problem. This weight discounts the

rewards received in the future periods. Given the

arrival rates and processing rates, the weight can

be estimated as follows: suppose the value earned

in a period is 10% less than the value earned from
the first event of the previous period, the expo-

nential weight a satisfies

ax 6
a
10

;

in which x is the estimated the number of events in

one period. Hence,

a ¼ 0:11=ðx�1Þ:

In this section, we approximate kij with the fol-

lowing formula:

kij ¼ ki
NjP
j Nj

: ð7Þ

The arrival process is split into j sub-processes

virtually to each SP according to its capability. Eq.

(7) gives the arrival rate of SP j which is referred to

as the virtual arrival rate. It is assumed that the

sub-process to each SP is still Poisson and thus the
MDP formulation for each SP is reasonable. Our

simulation results support this claim.

The comparison of the standard centralized

control and the proposed CDDA is made in the

following fashion: for the same system definition,

the two approaches are used to generate the control

policies, respectively; the policies are then used in

simulation of an identical system; finally, the per-
formance measures of each approach are com-

pared.

The performance measures include service pro-

vider’s reward and customer’s utility. The service

provider’s reward is defined according to its real

business profit. For example, some class of multi-

media file (usually with higher quality and there-

fore larger size) may need membership to access
which requires an extra fee. In this case, we can

define the reward of fulfilling a more profitable

request larger than that of fulfilling a less profitable

one. On the other hand, if all customers pay the

same price, the provider may define the equal re-

ward for all classes. In this case, the small file ser-

vice seems more profitable than a larger file service.
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For different service providers or different Web-

server systems, the definition is different. In our

simulation, the reward is defined according to the

latter case, i.e., a unit reward will be earned when a

request is fulfilled. Therefore, the total rewards are

the total number of served requests.
In general, the customer utility is a concave

function of the customer arrival rate in such a

service system. Here, we do not need a precise

definition, as we only need to compare, from the

customer’s perspective, the relative performance of

the system under different control policies. Since

the customer utility is negatively affected by the

waiting time and the rejection rate, the following
utility function is suffice for our purpose

u ¼ 1=½aCðtÞ þ ð1� aÞp�; ð8Þ

where t is the average response time, C is an

increasing bounded function, p is the rejection cost

to the customer, and a is the probability that a
request is accepted. The total customer utility is

therefore decreasing with the average response

time (ART) and the number of rejected requested,

where the request’s ART is given by

ART ¼ Processing timeþQueueing delay

þ Transmission time þ Propagation time:

We built a discrete-event simulator that models

the traditional centralized control and our CDDA

mechanism. The network component setting in our

simulator is guided by empirical measurements of
a similar Web-file service system [2,3]. We assume

that the two classes of files are 1 Mbytes and 0.2

Kbytes. The file of 1 Mbytes stands for high res-

olution file and the file of 0.2 Mbytes stands for

normal resolution file. When effective connection

speed is 1.6 Mbytes per second, which is realistic

through common LAN connection, the service

time (processing time plus transmission time)
therefore is 0.2 and 0.5 s, respectively. The corre-

sponding SP service rates are l1 ¼ 5 and l2 ¼ 2,

respectively. Propagation delay is transmission

media dependent and can vary from several milli-

seconds to several seconds or even longer [3]. If the

SP is local, the propagation time is usually several

milliseconds and is therefore omitted in our sim-

ulations. If the SP is close, say within US, the
propagation time is set to a typical value of 0.2 s

[18]. If the SP is very far away, the propagation

delay is set to 2 s.

In the standard centralized control, the SC

makes dispatching decisions based on the policy

computed by (1). There are nine possible actions:
reject all arrivals, direct class 1 arrivals to SP1 but

reject class 2 arrivals, direct class 1 arrivals to SP2

but reject class 2 arrivals, direct class 2 arrivals to

SP1 but reject class 1 arrivals, direct class 2 arrivals

to SP2 but reject class 1 arrivals, direct all arrivals to

SP1, direct all arrivals to SP2, direct class 1 arrivals

to SP1 and class 2 arrivals to SP 2, and direct class 1

arrivals to SP2 and class 2 arrivals to SP1.
In the CDDA control, each SP makes its own

admission decision and the SC makes dispatching

decisions based on the decision tables from the SPs

and the propagation delays. There are four possi-

ble actions for each SP: reject all arrivals; accept

class 1 arrivals but reject class 2 arrivals; accept

class 2 arrivals but reject class 1 arrivals; and ac-

cept all arrivals.
The maximum connection for SP1 is set to 4 so

as to limit the simulation burden for the standard

centralized control. A total of 32 cases of different

system configurations are considered. In Cases 1–

16, the propagation delays are quite low, at

c12 ¼ c21 ¼ 0:2 s. This accounts for less than 20%

of the total ART in the results shown in Table 1.

In Cases 17–32, the propagation delays are rela-
tively high, at c12 ¼ c21 ¼ 2 s. This network delay

is significant and accounts for more than 50% of

the total ART as shown in Table 1. In Cases 1–8

and 17–24, the two SPs have the same capability.

In Cases 9–16 and 25–32, SP2’s capability is two

times of SP1’s, that is N2 ¼ 2 and M2 ¼ 8. The

arrival rates are given below:

• Cases 1, 9, 17, 25: k11 ¼ k12 ¼ k21 ¼ k22 ¼ 1:0.
• Cases 2, 10, 18, 26: k11 ¼ k22 ¼ 2:0, k12 ¼ k21 ¼

2:0.
• Cases 3, 11, 19, 27: k11 ¼ k12 ¼ k21 ¼ k22 ¼ 3:0.
• Cases 4, 12, 20, 28: k11 ¼ k21 ¼ 5:0, k12 ¼ k22 ¼

2:5.
• Cases 5, 13, 21, 29: k11 ¼ 0:5, k21 ¼ 1:5, k22 ¼

k12 ¼ 1:0.
• Cases 6, 14, 22, 30: k11 ¼ k21 ¼ 2:0, k12 ¼ 0:5,

k22 ¼ 1:5.



Table 1

Comparison of centralized control and CDDA

SP Result c12 ¼ c21 ¼ 0:2

Balanced origins Unbalanced origins

Light load Heavy load Light load Heavy load

Case1 Case 2 Case 3 Case 4 Case 5 Case 6 Case7 Case 8

BS M1 ART 1.263 1.112 1.138 0.905 1.269 1.123 1.023 0.886

R� 23,216 32,493 42,287 53,118 23,270 32,416 41,942 52,847

M2 ART 1.243 1.082 1.087 0.895 1.244 1.086 1.055 0.870

ART less

(%)

)1.61 )2.73 )4.45 )1.11 )2.01 )3.30 3.10 )1.73

R 23,209 32,394 41,774 52,334 23,255 32,335 41,646 52,208

R=R� 1.00 1.00 0.99 0.99 1.00 1.00 0.99 0.99

W 1=W 2 1.0 1.0 1.0 1.0 0.8 1.0 0.9 0.9

Case 9 Case 10 Case 11 Case 12 Case 13 Case 14 Case 15 Case 16

UBS M1 ART 0.957 0.812 1.184 0.887 0.954 0.799 1.160 0.867

R� 24,068 36,076 56,885 69,695 24,095 35,969 56,363 68,757

M2 ART 0.739 0.758 1.158 0.879 0.882 0.750 1.138 0.859

ART less

(%)

)22.74 )6.57 )2.24 )0.85 )7.55 )6.16 )1.89 )0.86

Reward 23,958 35,853 55,210 68,907 24,025 35,919 56,050 68,541

R=R� 1.00 0.99 0.97 0.99 1.00 1.00 0.99 1.00

W 1=W 2 0.6 0.5 0.5 0.5 0.5 0.6 0.5 0.5

c12 ¼ c21 ¼ 2

Balanced origins Unbalanced origins

Light load Heavy load Light load Heavy load

Case 17 Case 18 Case 19 Case 20 Case 21 Case 22 Case 23 Case 24

BS M1 ART 2.211 2.134 2.162 2.097 2.203 2.163 2.004 1.924

R� 23,177 32,628 42,146 53,075 23,221 32,679 41,925 52,817

M2 ART 1.518 1.451 1.623 1.433 1.542 1.478 1.697 1.555

ART less

(%)

)31.32 )32.02 )24.92 )31.67 )30.00 )31.66 )15.31 )19.21

R 23,000 32,125 41,270 51,565 22,977 32,441 41,177 51,873

R=R� 0.99 0.98 0.98 0.97 0.99 0.99 0.98 0.98

W 1=W 2 1.0 1.0 1.0 1.0 0.7 1.0 0.8 0.9

Case 25 Case 26 Case 27 Case 28 Case 29 Case 30 Case 31 Case 32

UBS M1 ART 1.860 1.720 2.152 1.882 1.834 1.660 1.949 1.669

R� 24,003 35,912 55,140 69,597 24,021 35,934 55,234 68,544

M2 ART 1.114 1.032 1.613 1.333 1.025 0.887 1.492 1.218

ART less

(%)

)40.09 )39.97 )25.07 )29.16 )44.11 )46.59 )23.47 )27.01

R 23,994 35,860 55,056 68,708 24,045 35,953 55,151 68,016

R=R� 1.00 1.00 1.00 0.99 1.00 1.00 1.00 0.99

W 1=W 2 0.8 0.7 0.5 0.5 0.5 0.6 0.4 0.4
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• Cases 7, 15, 23, 31: k11 ¼ 1:0, k21 ¼ 5:0, k12 ¼
k22 ¼ 3:0.
• Cases 8, 16, 24, 32: k11 ¼ k22 ¼ 2:5, k12 ¼ 2:5,
k21 ¼ 7:5.
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The numerical results are shown in Table 1,

where M1 denotes the standard centralized control

approach, M2 denotes the CDDA approach, R�

stands for the optimal reward, BS stands for bal-

anced SPs and UBS stands for unbalanced SPs,

W 1 and W 2 stand for the workloads of SP1 and
SP2, respectively. The system-wide reward ob-

tained with the standard centralized approach is

the optimal value.

First, one may observe that

W 1

W 2
� N1

N2

:

This result verifies the validity of the virtual arrival

rate (see Eq. (7)) assumption, that is, under the

dispatching policy with decentralized admissions,
the workloads are well balanced across the SPs.

Second, from Table 1, it is clear that for all the

cases, the system-wide rewards earned by using the

proposed CDDA approach are more than 97% of

the corresponding optimal values. This shows that

the CDDA approach performs very well in all

cases in terms of rewards. The average ratio of

the reward earned with the CDDA approach to
the optimal value for the 32 cases is 99%. For the

ART, the CDDA approach clearly dominates the

centralized control approach.

Third, one may observe that the ART reduc-

tions by using the CDDA approach in Cases 17–32

are more than the corresponding ART reductions

in Cases 1–16. This shows that the CDDA ap-

proach leads to a better QoS especially when the
propagation delay is high. The average improve-

ment in QoS (reduction of ART) for the 32 cases is

17%. In the extreme cases when the propagation

delay accounts for more than 50% of the ART, the

average improvement of QoS for the Cases 17–32

is 31%.

Finally, we can estimate the customer utility

from Eq. (8). We assume that CðtÞ ¼ t, and p ¼ 2
for impatient customers and C ¼ 10 for patient

customers. We set a ¼ 1 for approach M1 and

a ¼ R=R� for approach M2, after normalization to

the optimal acceptance rate. From Table 1, the

customer utilities are given by: for Cases 1–8,

(0.792, 0.805), (0.899, 0.924), (0.879, 0.850, 0.903),

(1.105, 1.014, 1.211), (0.804, 0.812), (0.890, 0.921),

(0.978, 0.874, 0.939) (1.129, 1.040, 1.135); for
Cases 9–16, (1.045, 1.353), (1.232, 1.176, 1.298),

(0.845, 0.703, 0.845), (1.127, 1.031, 1.123), (1.048,

1.134), (1.252, 1.333), (0.862, 0.815, 0.872); (1.153,

1.164); for Cases 17–24, (0.452, 0.624, 0.657),

(0.469, 0.671, 0.684), (0.463, 0.558, 0.613), (0.477,

0.592, 0.690), (0.454, 0.615, 0.647), (0.462, 0.640,
0.674), (0.499, 0.537, 0.594), (0.520, 0.580, 0.639);

and for Cases 25–32, (0.538, 0.898), (0.581, 0.969),

(0.465, 0.620), (0.531, 0.704, 0.746), (0.545, 0.952),

(0.602, 1.127), (0.513, 0.670), (0.599, 0.766, 0.816).

Here, the first number in the triplets is the utility

for approach M1, the second and third numbers

are the utilities for approach M2 when the cus-

tomers are patient or impatient, respectively.
When there are only two numbers, the third

number is equal to the second and is omitted. The

absolute values are not important. What is

important is the comparison of the three numbers

in a triplet, which indicates the relative perfor-

mance of different approaches. We note that ex-

cept for a few cases (in bold), the CDDA approach

almost always gives better customer utilities and
for cases 17–32, the improvements of the CDDA

approach over the centralized approach are dra-

matic.

Our simulation results show that the number of

accepted requests is near optimal, which means

that the number of rejected requests for the

CDDA approach is near the minimum. The ART

decreases significantly for most cases. The cus-
tomer utility also improves significantly in most

cases with the CDDA approach. Therefore, our

algorithm leads to much better customer satisfac-

tion than standard Centralized control mechanism

at a minimum cost in terms of the system reward.

This demonstrates the significant advantage of the

CDDA approach when customer satisfaction is as

important as the system reward. We note that in
practice the fulfillment of a more profitable request

usually earns a higher reward. Under such reward

scheme, more unprofitable requests will be re-

jected. The total customer utility will therefore

decrease, but the operator’s profit will be maxi-

mized. The above analysis shows that our algo-

rithm has enough flexibility to achieve customers’

satisfaction but it is able to go beyond that point
by always achieving maximum service provider’s

profit.
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4.2. Comparison of standard CDDA and the SBS

In this subsection, the performance of the SBS

is examined using one SP. To guarantee the min-

imum QoS, the maximum connections are limited
to 30 per server in the numerical example (At the

HKUST library, the Web reservation system used

30 as the maximum connections. But for different

systems, this number is different). Again, there are

two classes of arrivals with the corresponding

service rates l1 ¼ 5 and l2 ¼ 2. The discount rate

is set to a ¼ 0:9999. Four arrival rates combina-

tions are used to compute the optimal policies with
both the standard CDDA and the SBS. The fol-

lowing figures show the corresponding optimal

policies. In each figure, the area below the curve is

the acceptance area. It is obvious that the policy

computed using the SBS is much tighter towards

larger files than the corresponding policy com-

puted using the standard CDDA approach. It

should be pointed out that the ratio of the accep-
tance regions from the two approaches is different

from the realized ratio of the numbers of requests

accepted using the two approaches. Since the

maximum connections are finite, a tighter control

towards one type of requests may actually lead to

higher number of serviced requests. Such more

proactive control (rejection before buffer overflow)
Table 2

Comparison of the standard CDDA approach and the SBS approach

C M Arrival type R (un

C1 M2 Expo 22,968

Weibull 21,128

M3 Expo 18,000

Weibull 21,356

C2 M2 Expo 8951

Weibull 8887

M3 Expo 8927

Weibull 8875

C3 M2 Expo 26,204

Weibull 23,598

M3 Expo 23,996

Weibull 23,924

C4 M2 Expo 12,106

Weibull 11,480

M3 Expo 12,086

Weibull 11,206
benefits more when the request arrival stream has

a higher variability, as demonstrated in Table 2.

Case 1. Heavy workloads and balanced arrival

rates: k1j ¼ k2j ¼ 3.

Case 2. Light workloads and unbalanced arrival
rates: k1j ¼ 1 and k2j ¼ 0:5.

Case 3. Heavy workloads and unbalanced arrival

rates: k1j ¼ 4 and k2j ¼ 1.

Case 4. Light workloads and balanced arrival

rates: k1j ¼ k2j ¼ 1.

In the numerical results reported below, both

exponential and Weibull interarrival and service
times are considered. For the Weibull distribution,

the location parameter and shape parameter are

set to 0 and 0.5, respectively. By doing this, the

Internet-type power-tail interarrival/service time is

generated. The optimal solutions for the four cases

are summarized in Table 2, where M2 denotes the

standard CDDA approach, M3 denotes the SBS, R
denotes the rewards, and C1, C2, C3, and C4 de-
note the four cases, respectively. Here, the simu-

lation is conducted on a Pentium III 733 and the

control policies are computed using the standard

value iteration approach.

Obviously, when the interarrival time follows

an exponential distribution and the policy is
it) ART (min) Percentage of R�

4.728 100.0

5.403 92.0

0.490 78.4

1.778 93.0

0.578 100.0

1.620 99.3

0.588 99.7

1.498 99.2

3.469 100.0

3.628 90.1

1.124 91.6

2.438 91.3

1.308 100.0

3.880 94.8

1.201 99.8

2.379 92.6
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computed by conventional approach, the reward

obtained should be optimal. When the variance of

the interarrival time increases, the optimal reward

should be lower. From Table 2, it is clear that the

reduction of the reward caused by higher variance

of the interarrival time can be partly neutralized by
applying SBS when the workload is heavy. If the

workload is light, the rewards earned by the two

approaches are nearly the same. Notice that the

computation time required for the standard

CDDA approach could be as long as 6.2 · 103 min,

far more than the maximum computation time

available in a real environment. On the other

hand, the time required for completing a policy
iteration with the SBS approach is only a few

minutes, shorter than the fix time interval for the

new policy generation.
5. Conclusion

Web-server network control problem is an
important research area for emerging e-commerce

and e-business applications. Most works on this

subject have appeared in the literature over the last

five years. With the rapid development of the In-

ternet, new problems and challenges have been

emerging continuously. This paper addresses one

of the important issues: reward-based admission

and routing control.
In order to implement the reward-based con-

trol, a content-based controller with redirect dis-

patching and decentralized admission is proposed.

This mechanism is especially suitable for multi-

media Web sites. Without using additional hard-

ware, this mechanism achieves content-based

control with the HTTP-redirection technique and

CGI program (see details of implementation plan
in [15]). Because of the relatively long queueing

and transmission delay for multimedia service, the

control overhead due to the CGI computing

and redirection can be ignored. This control

mechanism has five main advantages: (1) It is a

reward-based control. Since different services have

different profits, the reward-based control can help

service providers to maximize profits. (2) The ser-
ver side overhead is quite low. Decentralized

mechanism provides an agile control with lower
server side overhead. Moreover, with the HTTP-

redirection technique the central dispatcher does

not need to forward packages and therefore it will

not become the system bottleneck. (3) This mech-

anism leads to a lower response time. Since the

propagation delay is considered by the dispatcher,
the average response time is shorter than that

achieved by the traditional load balancing control,

which means better quality of service (QoS). (4)

This mechanism is open to other local control

algorithms. Any local routing algorithms can be

combined with the proposed control approach

since the proposed control mechanism considers

each LAN as a SP. (5) There are no additional
hardware requirements.

The reward-based control approach is devel-

oped from an MDP model. This approach com-

bines a distributed control strategy that maximizes

individual SP’s reward and a greedy algorithm that

optimizes the system quality of service. Simulation

results show that this approach has much better

QoS than pure centralized control with a minimum
reward loss in most of the test cases. A state-block

numerical scheme is proposed to reduce the state

space. This scheme is also motivated by the

observation that in the Internet environment, if the

number of a class of requests in an SP changes, it is

more likely to change continuously on one direc-

tion in a very short interval. The numerical results

show that the policy computed by this approach
leads to higher reward and lower response time

than the standard MDP solving approach when

the inter-event time follows the Internet type dis-

tribution.

We do not specifically address the issue of ser-

vice quality verses fee for the service. But such a

relation is implicitly included in the model in the

sense that when a service is rendered (realized), the
customer is guaranteed a waiting time smaller than

a maximum waiting time enforced by the buffer

size. Otherwise, the request is rejected and no fee is

collected. The expected waiting time is also within

a certain level.

Further studies of the SBS are needed to

investigate how to determine the appropriate

block sizes for different network systems and
operation environments. Also, the block size might

need to be determined with the class of requests.
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This may involve extensive numerical and simu-

lation experiments. The control algorithm may be

modified to extend the reward-based control to

common Web-server networks. In this case, the

number of classes will increase and the definition

of reward becomes fuzzy. New approaches are also
needed to handle problems with large request class

space.
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